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Q. No. 4 from SECTION -1 is COMPULSORY.

1
2. .
3 ﬁnnzwe’ any TWO questions from Q. 1, 2,3 in SECTION - L
4 wer any TWO questions from Q. 5, 6, 7 in SECTION —II.
5
6

All questions carry EQUAL marks.

- Answers to both the sections should be written in SAME answer book
. Draw a labelled diagram WHEREVER necessary.
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SECTION -1
Answer the following: (6 marks x 2 = 12 Marks) (12)
a) Dl_SCl}ss thfa benefits and challenges of implementing security models and
prmc1ples in real — world cyber security environments.

b) Explain the main security risks associated withWireless Local Area
Networks (WLAN’s) and discuss best practices to enhance WLAN security.
Answer the following: (6 marks x 2 = 12 Marks)! (12)

a) Peﬁne the principles of confidentiality,” integrity, and availability in
information security. Discuss how they, contribute to a comprehensive
security framework.

b) Discuss the importance of fire protection measures in ensuring the safety of
data and IT infrastructure within an organization.

(12)

Answer the following: (6 marks x 2 =‘1‘"2‘Marks)
a) Define what a firewall is and explain its primary purpose in network
security. N

b) Discuss necessity of Power protection in IT industries.

Write a short note on any_.THiiEE of the following: (4 marks x 3 =12 Marks) (12)

a) Vulnerability Ra
b) ITIL Framework #’""’*\ . ¢

C) VPN B o
d) MSSQL databases authentication
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WA SECTION-II
Answer the following: (6 marls X 2= 12 Marks) (12)
a) Discuss the importance of Windows security. Describe best practices for

securing Windows system.

b) What is continuous security testing? Why it is essential?

Answer the following: (6 marks X 2 =12 Marks) (12)
a) Discuss the role of UNIX security policies in improving the overall security
posture of UNIX operating systems. ' . N
b) Define database security and explain its Importance in protecting sensitive
» data' N
(12)

Answer the following: (6 marks x 2 = 12 Marks)
a) Whatisthe purpose of the Information Technology (IT) Act, 2000? Discuss
how the Act validates electronic documents and signatures for legal

purposes.

' b) What are the different steps to secure web application?
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